
Will Schultz 
Northeastern University

Interpretable Verification of 
Distributed Protocols by 
Inductive Proof Decomposition

Heidi Howard, Eddy Ashton 
Microsoft Research

CMU SSSG 2024



Distributed systems are everywhere.



Distributed systems are everywhere.

Distributed systems are hard.



Need for formal models and verification.
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  , 


satisfying:
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M
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(HARD)
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Automatic Safety Verification
Recent protocol verification 
techniques try to solve this 
inductive invariant synthesis 
problem automatically. DistAI [OSDI21, OSDI22] SWISS [NSDI21]

endive [FMCAD22] (ours)IC3PO [FMCAD21]



Automatic Safety Verification
Recent protocol verification 
techniques try to solve this 
inductive invariant synthesis 
problem automatically. DistAI [OSDI21, OSDI22] SWISS [NSDI21]

endive [FMCAD22] (ours)IC3PO [FMCAD21]

Problem: Jagged boundary between automation and interactivity.

?
?



Our Work
Decompose inductive invariants into inductive proof graphs, and use this to 
guide their development.

 Standard, monolithic inductive invariant for 
two-phase commit.

Inductive Proof 
Decomposition



Decomposing Inductive Invariants

Next ≜
∨ TMCommitAction
∨ TMAbortAction
∨ TMRcvPreparedAction
∨ RMPrepareAction
∨ RMChooseToAbortAction
∨ RMRcvCommitMsgAction
∨ RMRcvAbortMsgAction

 Inductive invariant and transition relation for two-phase commit protocol.
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⋮

Decomposing Inductive Invariants

∧ ⇒

(1) Decompose by lemma conjunct.

Ind

Ind Next

(3) Decompose by action disjunct.

TMCommitAction

TMAbortAction

TMRcvPreparedAction

RMPrepareAction

RMChooseToAbortAction

RMRcvCommitMsgAction

∧ ⇒

(2) Find inductive support lemmas.



Inductive Proof Graph: Two-Phase Commit
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Variable slices can be statically computed at each 
node based on (lemma,action) pair .(L, A)
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Inductive Proof Graph Synthesis
Implemented technique for synthesizing proof graphs into a tool, scimitar, 
which accepts TLA+ protocol specifications. 


Uses the TLC model checker and TLA+ proof system (TLAPS) for internal 
verification routines.


Syntax-guided technique for synthesizing lemmas. Guided by counterexamples 
to induction (CTIs) at each local inductive proof obligation.

github.com/will62794/scimitar

http://www.apple.com
https://github.com/will62794/scimitar


SimpleConsensus
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Simplified leader-based 
consensus algorithm. 


10 lemma nodes.


6 state variables, 5 actions.


Synthesized in ~5 minutes.

VARIABLE
vote_request_msg,
voted,
vote_msg,
votes,
leader,
decided

Safety ≜
∀n1, n2 ∈ Node, v1, v2 ∈ Value :

(v1 ∈ decided[n1] ∧ v2 ∈ decided[n2]) ⇒ (v1 = v2)



Bakery
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Lamport’s concurrent 
Bakery algorithm for 
mutual exclusion.


27 lemma nodes


6 state variables, 14 
actions.


Synthesized in ~ 4.5 
hours

Safety ≜
∀i, j ∈ Procs : (i ≠ j) ⇒ ¬(pc[i] = cs ∧ pc[ j] = cs)

VARIABLES
num,
f lag,
pc,
unchecked,
max,
nxt

Mutual exclusion property.



Asynchronous specification 
of Raft consensus.


31 total lemma nodes.


12 state variables, 9 actions.


Synthesized in ~14 hours.
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Safety ≜
∀i, j ∈ Server :

(state[i] = Leader) ⇒
∄k ∈ DOMAIN log[ j] :

∧ (log[ j][k] = currentTerm[i]
∧ ∄ind ∈ DOMAIN log[i] : (ind = k ∧ log[i][k] = log[ j][k]))
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Safety ≜
∀i, j ∈ Server :

(state[i] = Leader) ⇒
∄k ∈ DOMAIN log[ j] :

∧ (log[ j][k] = currentTerm[i]
∧ ∄ind ∈ DOMAIN log[i] : (ind = k ∧ log[i][k] = log[ j][k]))
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AsyncRaft - Message Induction Cycle Motifs

Induction cycles in 
message passing 
distributed protocols.


Invariants that must hold 
in local state and also 
network state.


Manifests as cycles in 
these proof graphs.

Inv11 ≜ ∀i ∈ Server : ∀k ∈ DOMAIN log[i] : log[i][k] ≤ currentTerm[i]

Inv21 ≜
∀m ∈ appendEntriesRequestMsgs :

¬(m . mentries ≠ ⟨⟩ ∧ m . mentries[1] > m . mterm)



Conclusions & Future Work
Inductive proof decomposition: a compositional, interpretable approach to 
inductive invariant development.


In future, more exploration of empirical structure of these graphs.


Other compositional features for synthesis acceleration 


- Quantifier structures


- Local grammar tuning, etc.


Tool: https://github.com/will62794/scimitar

Paper draft: https://will62794.github.io

https://github.com/will62794/scimitar
https://will62794.github.io

